ITDB’s Installation Manual

This guideline will provide instructions on installation of the
final version of the | TDB prototype

1. Database Configuration

1.1 Install the database
The 1 TDB current version requires Wndows NT 4.0 and can be run
Oracle 8.1.6 or higher. During the database installation process, it is
recommended to specify the properties as follow
G obal database name: orcinew
Dat abase systemidentifier (SID): orcinew

1.2 Inport data and objects

The I TDB final version was backup into the export file --
EntireDB_Fi nal.dnp. The backup includes all data and objects belong to
dat abase users include -- sys, system nediate, rpngr and itsys. By
using the inmp utility, those data and objects can be restored to the
dat abase.

& CAWINNT\System32\cmd_exe - imp
Microsoft(R) Windows NT(TH)

(C) Copyright 1985-1996 Microsoft Corp.
C:\>imp

Import: Release 8.1.6.0.0 - Production on Fri Sep 27 14:40:46 2002

(c) Copyright 1999 Oracle Corporation. All rights reserved.

: sys

Connected to: Oracle8i Enterprise Edition Release 8.1.6.0.0 - Production
JServer Release 8.1.6.0.0 - Production

Import file: EXPDAT.DMP > _

The Oracle’s Imp utility

1.3 Modify the init.ora

Message queue is used for perform ng comuni cati ons bet ween
several conponents in | TDB. The components include the mediator, the
repair manager, the Intrusion Detector, and the Confinenent Manager. The
message queui ng functionality can be enabled by using the Advanced
Queuing Option. It is not necessary to reconfigure the option after



importing all | TDB data and objects. However, we have to specify the
nunber of AQ Ti ne Managers to start for |TDB

To do the task, use any text editors to open the init.ora file.
Then, add the |ine below to sonewhere in the file.

AQ TM PROCESSES = 1

Also, nodify the follow ng properties in the ‘init.ora’ To specify the
maxi mum nunber of cursors per session

open_cursors = 500

I ncrease the value of the PROCESSES initialization paranmeter by
change to nunmber of processes paraneter

processes = 200

1.4 Sqgl Net Configuration

Performthe Listener and TnsNanme configuration by using the Net8
Assistant utility program It is recomrended to specify the service name
as ‘orcinew .
2% Net8 Assistant - D:\Oracle\Ora81\NETWORK\ADMINY

File Edit Command Help

E!-E Metd Configuration

anal
& Profile

@ Service Maming MNetwork Address

I—é‘anrcinew.ifsm.umbc.edu
Protocol: | TCPAP

Host: |drag0n?

B CQracle Mames Servers ; Part: |1 21

[ Dedicate this endpointto IOF connections




File Edit Command Help
¥ICE IDENUTICATON

e—ﬁNetB Configuration
Lucal 5 ame: ORCIMEYY IFSM.UMBC E
@ Service Naming
L oyl 7 SRS Database Default -
é’# |
Listeners oL i Rel e 8 ompatible [dentification
L& LisTENER

@ Oracle Names Servers . Add nfiguration

Address 1

Protocol. [ TCPAP -

Host Mame: 13085130179
Fort Murnber: 1521

Test the connection by ‘tnsping’ utility as shown bel ow

MWINNTY System 32t cmd.exe

C:s>tnsping dragonD

TMS Ping Utility for 32-bit Windows: Uersion 8.1.6.8.8 — Production on 16-0CT-28
B2 19:34:84

(c» Copyright 1997 Oracle Corporation. All rights reserved.

Attempting to contact C(ADDRESS=(PROTOCOL=TCP><{PORT=1521><{HOST=dragon5.ifsm.umbc.
edul)
0K <480 msec

G

1.5 Run SQL scripts
Login as "sys' wuser and run the followi ng sql scripts in Sqlplus:

1. I tdbnms_capture. sql
2. cuz_sys_user.sql
3. cuz_itsys_user. sql
4. cuz_test _user.sqgl
5. cuz_r pngr _user. sql
Not e:

- Before running the scripts above, please check users’ password and
connection string as the foll ow ng:
1. User: sys
Psswd: manager
1. User: system
Psswd: manager
2. User: nmediate
Psswd: nedi ate



3. User: itsys
Psswd: itnmanager
4. User: rpngr
Psswd: rpngr
- Test the connection via the SQ.*Net as shown bel ow.

-l

File Edit Search Cptions Help

SOL> COHH 3Y5/MANAGEREORCIHEW A5 5YSDBA :J
Connected.

S0L> COHH SYSTEWM/MANAGEREORCINEW

Connected.

SOQL> COHH MEDIATE/HEDIATERORCIHEW

Connected.

SOL> COHH ITSYSAITHANAGEREORCIHEYW

Connected.

S0L> COMH RPHMGR/RPHGREORCIHEW

Connected.

soL> | =

= H 4

1.6 Start all nmessage queues
To start all message queues, login as 'nediate' user
foll owi ng conmand i n Sql pl us.

EXEC DBMS_AQADM START_QUEUE (queue_nane=>'mgueue_trnsid');

and run the

EXEC DBMS_AQADM START_QUEUE (queue_nane=>'mgueue_repaired_trnsid');
EXEC DBMS_AQADM START_QUEUE (queue_nane=>"' Al TDB_par ans_queue');

EXEC DBMS_AQADM START_QUEUE (queue_nane=>'|D _nsg_queue');

EXEC DBMS_AQADM START QUEUE (queue_name=>' MQUEUE_TRNSI D YW );

X Oracle SOL*Plus

Eilz  Edit Search Options  Help

SOL> conn mediate/mediate =]
Connected.

SOL> EXEC DBMS_AQADM.START_QUEUE (queue_name:z> ' mgueue_trnsid’);

PL/SOL procedure successfully completed.

SOL> EXEC DBMS_AOADM.START_QUEUE [queue_name:z> mgueue_repaired_trnsid’);
PL/SOL procedure successfully completed.

SOL> EXEC DBMS_AQADM . START_QUEUE (queue_name:z> AITDB_params_queue’] ;
PL/ASOL procedure successfully completed.

SOL> EXEC DBMS_AQOADM.START_QUEUE [gueue_name:> ID_msg_gueue’ ] :

PL/SOL procedure successfully completed.

SOL> EXEC DEMS_AQOADM.START_QUEUE [queue_name=>' MQUEUE_TRNSID_YUW'];

PL/ASOL procedure successfully completed.

saL> |
Al oz




2. Windows Configuration
2.1 Modify Wndows Registry

2.1.1 Use regedit to add the follow ng keys into the registry:

2.1.2 Add the followi ng string and Dword values into the keys:

sDat a Softwar e

- Pseudo OClI Api

- Settings

- IP Port 6006
- Mediate | P Address

to

Medi at or

<]

-0 HEEY_LOCAL_MACHINE =]

-0 HARDWWARE
B0 SAM
-0 SECURITY
=-[1 SOFTWARE
-1 3Com
&[0 Byte Wyse Software
=1 Classes
-0 Descriptian
-0 JavaSoft
&0 Microsaft
=-1 Mico Mak Computing
-1 odbc
=1 ORACLE
-0 Policies
-1 Program Groups
-1 Secure
&[0 TechSmith
&[0 Trident Microsystems
=1 Windows 3.1 Migration Ste
=0 IsData Software

=3 Pseudo OC Api
B0 SYSTEM

Registry Editor

program

Specify the | P Address of the nachine that
be installed and run the

Begistny  Edit Miew Help

=10 SOFTWARE ][ Narme | Data.
-0 3Com ahDefaul] (value not set
-1 Byte YWyse Software [7%]IP Fort 000001776 (GO0E)
{:I Classes Mediate IP Address "130.85.130179"
w3 Description
EH:I |sData Software

Kl

=13 Pseudo OC Api
i3 Seftings
--CI JavaSoft
--CI tdicrosoft

- =

o

<]

| [
Z

|My ComputeryHREY_LOCAL MACHINEYSOF TWAREIsData Software!,Fseudo OC| ApihZettings

used



3. ITDB Components Configuration

3.1 Al components can be stored in either in the same nmachi ne, sane
folder or on a different machine, different folder. But for the
conponents that communicate with the Mediator via CORBA (for exanple --
the Intrusion Detector and the Repair Mnager), you have to

1. Start the Mediator

2. Copy the MediateCorba.ref file to any other folders that stored

ot her conponent.

3. Start the conponents.
3.2 The Medi ate (Medi at e. exe)

Create fol der nanmed 'sql' under the Mediator folder. This folder
is used to keep the SQ. scripts used by the Medi ator.

3.3 The Intrusion Detector (ID.exe)
Install Intrusion Detector Rules as the foll ow ng:
1. Create the '"itdbms' folder in drive C
2. Copy DLL files that are used to keep IDrules into the folder.

EX Debug [ =10 x|

J File Edit Miew Faworites Tools  Help |-

Folders X
== LOCAL DISK (C:) o

- hotjava IDrule.dl
{1 ADOBEAPP
(] DESKTOP
-1 docs
-] Documents and Settings
D oS el
{1 Games
-] heqames
=1 itdbms
Ell:l IDrule
o
=] rulez
- Debug ll

3.3

4. Troubleshooting

1. Encounter an error nmessage shown bel ow when start the Mediator and
Intrusi on Detector program

- Start all Message Queue (1.6)



SimDetect E

& ORA-25226: dequeue failed, queue MEDIATE.ID_MSG_QUELIE is not enabled for dequeue
ORA-0B5TZ: at "SY5.DBMS_AQ", line 170
ORA-0B5TE: at "MEDIATE |ID_DEQUELUE_MSG", line 16
ORA-0BB1Z: atline 1

2. The Transaction Sinmulators or Application Program (POCl.exe) cannot
connect to the Medi ator (hang when | ogin).

- Recheck the network

- Check regedit (2.1)

3. Encounter an error nmessage shown bel ow when start the Transaction
Si mul at or program
- Run the Create_User test.sqgl script in Sqglplus.

Dialog

ORA-0REED: line 1, colurmn 15:

PLS-00201: identifier 'SY5 [ TOBMS_CAPTURE' must he
declared

ORA-NARRRN line 1 crlumn 7

5 0K, |




