ITDB’s User manual

Thi s manual describes how to denonstrate the ITDB. In the denop, the
functionality of the ITDB' s components will be shown in order:

1. The Medi ator

The Intrusion Detector

The Repair Mnager

The Contai nment & Uncontai nment Manager

The SSM

The Isol ati on Manager (part of the Mediator)
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| TDB deno prograns al so includes

1. Acredit card application that is used to generate data into | TDB.
2. Simulator progranms that is used to generate transactions in order to
simul ate the real world environnent.

The figure below illustrates all the | TDB execution files.

MName

=gl . .

% AutaTins - ined Usr Texe "y SQL Scripts (Used by the Mediator)
SR AutaTms -inct Usr 2 exe ] )

5% AutoTms - SSM exe Transaction Simulators

& AutaTms - Usr 11 exe

% AutoTms - Usr 4. exe

R AutoTms - Usr B .exe

EA CatReg.exe
ClCorbaTestexe CORBA Testing Program
g :IEJJCM-EXE ------------ Damage Uncontainment Manager
Mé?:;:teCDr_b_a_réf ““““ Intrusion Detector
S OciMediatesxe .
& OCIMEDIATE HLP Mediator
[#] Ocitdediate.opt
T . L.
;OCIF;B ____________ Credit Card Application
epairtdngr.exe
simdetect.apt “~"7---- Repair Manager
E] =glnetlog
SSM.exe I S e S
TranPattctr . SSM
Transad'un'dat -----_. Transaction Patterns (Used by the Mediator)
i 5-9 Transaction Log
UnDefine.dat Transaction Type (Used by the DCM.exe)

Undefined Transaction Log

Demo Procedures

Before starting the denmo, please run the ‘cleanup’ script in Sqlplus.
SQL> conn nedi at e/ nedi at e@r ci new <Ent er >
SQL> set serveroutput on size 20000 <Enter>
SQL> exec cl eanup; <Enter>



1. The Mediator

1.1 Describe the functionality of the Mediator.
1.2 Show the screen interface and the neaning of each itens e.g. the
i con, menu.
1.3 Steps
1. Start the Mediator (Mediate.exe) and login to the database as
t he nedi ate user.

IsData Mediate Login E

Flease inputthe username and password to connect to the oracle server.

Usernarme: Imediate
| hohchohododoh: o
Fassword: I
Service MNarme: IDrcinew

Canceal |

¢ IsData - OciMediate =] E3

File Edit “iew Help
ST IR TR

Idle Session 1
Idle Session 2
Idle Session 3 The Mediator’ s screen interface
Idle Session 4
Idle Session b
Idle Session b
Idle Session 7
Idle Session &
Idle Session 9

] —

For Help, press F1 i

2. Start the Credit Card Application (Poci.exe)



3. Login to the database as test1-99 user (the application connect and
submit transactions using the service provided by the Mediator).

& Untitled - POCI O] x|
File Edit “iew Help Database

DeH i ERS| 2|

Login
User name
Passwaord I*‘““““““
Database |Drc:inew

(0]:8 I Cancel

Reachy

4., Submit a normal transaction to the database.
User Account _ID: From 1234567890-5 except 1234567891
Merchant _ID: 1 or 2
Amount: 1-100 (amount over 1000 will be determnined as nalicious)
J-TEST1 - POCI 10| x]
File Edit “iew Help Database

NESHE + =22 & 2|

Ready

Insert Transaction K

Account 1D I 1234567890123450

Merchant D I 1
Amount I 10

0]8 Cancel |




2. The Intrusion Detector

2.1 Describe the functionality & the interface of the Intrusion

Det ect or.

2.2 Steps
1. Continue fromthe previous step.
and login to the database.

2. Start the

I nt rusi on Det ector

Username

Password RERHRHH

Database ORCINEW
Lonnect Cancel

3. Submt transactions that

have different

- I nnocent Transaction (G een color)

- Suspicious Transaction (Yellow col or)

[ itdb - Intrusion Detector O] %]

File Edit “iew Help

risk to the database.

TransactionlD | Statusl Fisk Val2]

TransactionlD |T pe | Statusl Risk Val

7.3.2498

326613
5.37.261
713295
5.43.261
111617
4.32.296
3.29614
7.29.295
B1B.262
4.2.297

312614
o
4.9.297

7.20.239
2.23620
340614
5.36.262

737749
4

i T T T T o e T e T R R T I

542263 0
542263 H
h.42.263 H
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4. Explain the nmeaning of each item s color howit is related to

the risk val ue.

3. The Repair Manager

3.1 Describe the functionality & the interface of the Intrusion
Det ect or.
3.2 Steps
1. Continue fromthe previous step.
2. Start the Repair Manager (The Repair
automatically login to the database).
3. Start three Transaction Sinmulators program (User -
and Test11).
4. Use the Credit Card Application (Poci.exe) to subnmit a nalicious
transaction.
User Account _ID: From 1234567890-5 except
Merchant _ID: 1 or 2
Amount: >= 1000
5. Show a table that contains the repair process details. The
tables include the Mediate.wite_|og and the Rpngr. Repair_det | ogs
t abl e.

Manager al ways

Test 4, Testb

1234567891

«% Table Editor - "MEDIATE" "WRITE_LOG"

rﬁ HID & |STEPID 1 TABLE_NAME § RECORD_ID B COL_MWAME B OLD VALUE JE NEW_ VALUE & OP_CODE ||
T—?— 22638 1135 TRANSACTIONS 8851 AMT 1000 | =~ |
3}, 22638 1135 TRANSACTIONS 2851 ACCOUNT_ID 1234567390123450 ||
2] 22638 1134 TRANSACTIONS 2851 MERCHANT_ID 1 | =
22638 1134 TRANSACTIONS 2841 TRAMID 8841 |
S 22638 1134 ACCOUNTS 1234567890123450 |ACC_BALAMCE 131834 132834 u
22638 1135 TRANSACTIONS 2851 SALE_DATE 26/09/2002 01:09:33 |1
22638 1134 TRANSACTIONS 2851 POST_DATE 26/09/2002 01:09:33 |1
22638 1135 TRANSACTIONS 2851 USER_ID TEST1 |
22638 c

1

-

3

[
L G e e I €|

«% Table Editor - "RPMGR" "REPAIR_DET_LOGS"
-

= XD & [STERPID I | TABLE_MNAME ¥ RECORD_ID 1 COL_MAME M OLD_VALUE M NEW_VALUE £ OP_CODE |
ﬁ =
3}7 5.46.280 1168 TRANSACTIONS | 8851 MERCHANT_ID 1 D
2] 5.46.280 1168 TRANSACTIONS | 8851 ACCOUNT_ID 1234567890123450 D
5.46.280 1168 TRANSACTIONS | 8851 AMT 1000 D
£ 5.46.280 1168 TRANSACTIONS | 8851 SALE_DATE 26/09/2002 01:09:33 D
5.46.280 1168 TRANSACTIONS | 8851 POST_DATE 26/09/2002 01:09:33 D
5.46.280 1168 TRANSACTIONS | 8851 USER_ID TEST1 D
5.46.280 1168 TRANSACTIONS | 8851 TRANID 8851 D =
5.46.280 1167 ACCOUNTS 1234567890123450  ACC_BALANCE | 132834 131834 u =
1] r

|
Apply l Reyert: IShowSQLI Cloze




4. The Containment & Uncontainment Manager

4.1 Describe the functionality & the interface of the Uncontai nment
Manager .
4.2 Steps
1. Continue fromthe previous steps.
2. Start the Uncontai nnent Manager (DCM exe).

A Untitled - Damage Uncontainer  [=] B

File Edit “iew Setup Help
DM b =R S|

Please login first.

Feady /;

3. Login to the database.

M Untitled - Damage Uncontainer M=lE3

File Edit “iew Setup Help
DedE|YBER S 2

Please start the DCMger...

Lzer Mame:

P—
Fassword: I

Senrvice: IDrcinew

(0]4 | Cancel

Feady




4, Start the process.

Itdb - Damage Uncontainer M= E3
||=W Ecdit “iew Setup Help

[ew CrisN B ?|

Open... Ctrl+0

Zave Clrl+S CMger...

Save As..

Erint... Ctrl+P

Print Preview

Frint Setup...

EeceritEle

Exit

/

5. Submit a malicious transaction fromthe Credit Card Application
(POCI . exe). For exanple, you nmight enter the follow ng data:
User Account _ID: From 1234567890-5 except 1234567891
Merchant _ID: 1 or 2
Amount : 1000

6. Submit a transaction that will be bl ocked fromthe contai nnent
process. For exanple:
User Account I D: sane as above
Merchant _I D: sane as above

Amount: 1
Insert Transaction [ %]

Accourt 1D |123456?890123450

Merchant 1D I 1
Amount | 1|

ik Cancel |




POCI [ %]

& tediate: Transaction not allowed because you are trving to access affected objects.

7. Wait until the repair process is finished.
8. Submit the transaction that contains the blocked item (in 4.4)
again. Explain why the transaction is allowed at this tine.
- Note: the Contai nment Manager is inplemented as a part of the
Medi at or .

5. The SSM

5.1 Describe the functionality, the parameters that are used in this
versi on.

5.2 Steps

1. Continue fromthe previous step.

2. Run and start the SSM process.

#+ AITDB - S5M _ O] x|
Wiew Help

ZEEI

Stop SSM
Exit

I

3. Show the events table, adaptation-rules table, conditions table
and actions table.

4. Use the Credit Card Application (Poci.exe) to subnmit a nalicious
transaction.



5. Show the SSMs interface. Illustrate that how paraneters
dynam cally changed --the integrity level, the transaction subm ssion
rate etc.

AITDB Parameters
Farameter Marme I Walue I Fricrity | | pdated B I Update Time I
IMNTEGRITY_LEYEL 0.95 L MEDIATOR  SEP 26.15:01

| TENS_SUIBMS BATE 18 MEDIATOR  SEPF 26,1501
< TEMNS_DELAY 1 L MEDIATOR  SEP 26,1501
| UM AFFECTER—FRME f CLEAMUPF  SEP 26,14:58
NUM_MALICIOUS_TRMNS 2 L ID SEP26.15M
MUM_AFFECTED_ITEMS 0 L CLEAMNUF  SEF 26,14:58
MUK _MALICICUS_ITEMS 16 L ID SEF26.15M
MUM_BLOCKED_ITEMS 3 L MEDIATOR  SEF 26.15:0
COMTAINMEMNT_PHASE OME_PHASE L MEDIATOR  FEB11.10:29
SUSFICIOUS_THRESHOLD 4 L DEF FEB11.10:29
SUSPICION_RATE 65 L MEDIATOR.  FEB12.12:03
SUSPICIOUS_TO_MALICIOUS_ .. 0.57 L MEDIATOR,  FEB12.12:03
FALSE_ALARM_RATE 5 L ABC  FEB11.10:29
AWG_RESPONSE_TIME 12 L ABC  FEB11.10:29
TIME_INTERWAL_AMALYZER 1500 L MEDIATOR.  FEB 11.10:29
TIME_INTERMAL_LISTEMTER 1500 L MEDIATOR.  FEB11.10:29
TIME_INTERMAL_SSh_POLLING 700 L TEST FEB11.10:29
TIMEQUT_GET_MSG 2 L TEST FEB11.10:29
TIMEOUT_SSM_GET_MSG 2 L TEST FEB11.10:29

6. Submit the second malicious transaction.

7. Notice that when the integrity level <= 0.95 and Transacti on
Submi ssion Rate > 10 the Transaction Delay Tinme will be increased by 1
second. The condition is kept in the Al TDB_RULE_CONDS t abl e.

«% Table Editor - "MEDIATE" "AITDB_RULE_CONDS"

0 RID 4 COND_MOM PAREM_. L waR_f1 L OPERATOR 1 wAR_Z
1 1 { INTEGRITY_LEVEL = 0.85 AND =
1 2 TRNS_SUBMS_RATE  |» 10 AND m
TRMNS_DELAY = 5 ) =

| o
Anply l R evert lSthSQLI Close IHeIp1




8. When the repair process finish, the Transaction Delay Tine wil
be decreased by 1 second.
Note — If the transaction delay tine is not changed, increase the del ay
time (for exanple: 12->15) in the nedi ate. enqueue_trnsid script as shown
bel ow.

£ Edit Procedure : MEDIATE ENQUEUE_TRNSID - SYSTEM@O0RCINEW IFSM___ B3

General

Mame: |ENQUEUE_TRNSID
Schema: |MEDIATE

Source
Procedure ENQUEUE_TRMNSID

(trnsid IN WARCHARZ) IS
queveopts DENS_AQ.ENQUEUE OFTIONS T:
msgprops DEME_AQ.MESSAGE_PROPERTIES_T:
wsgid BAW(16) ;

WY WS moueus_type;

seq MNUMEER:

num_had_trns NUMEEE:

PRAGHA AUTONOMOUS TRANSACTION:
err_mag VARCHARZ (100);

err_cde NUMEER:

| ¥

BEGIN
SELECT QUEUE_SEQ.NEXTVAL INTO seq FROM DUAL:
my WS = Wmemeue type (Sed, trnsid, STSDATE)

wsgprops.delay 1= 12; >

DEMS_AQ.ENQUEUE [ 'neueue trnsid', queueohts, DEgprops, oy mag, nagid);
COMMIT: =l B2
1] r

6. Isolation Manager

In this demb, we will use test user "test9" to show how the user is
i sol ated and nerged back by this system

We will manually input six transactions including both suspicious and
i nnocent ones for user test9. (For sinplicity, we use risk value of
transaction to represent the risk of user, for exanple, risk value 40
means suspicious, risk value of 0 innocent). Wile other two prograns
will sinmulate other two users "test2" and 'test3" and keep submtting
i nnocent transactions.

The transactions of users "test2" and "test3" continuously update

bal ance of accounts '1234567890123457' and ' 1234567890123458"' like this
"updat e accounts set acc_bal ance=acc_bal ance+1". Wile test9 will submt
several shopping-like transactions: a new transaction record in
transactions table and bal ance update on accounts table. The accounts on
which test9 will update include these two accounts (xxx57,xxx58) and
some ot hers.

User test9 will be isolated after the first transaction and will be

mer ged back after several suspicious transactions and the final innocent
transaction. W will see that sone of transactions during the

i solation period will be back in main tables and some updates will be

di scarded because of conflicts with the operation of other users.

Pr ogr ans:
medi at or

10



i ntrusi on detector
simul ator (2)
test9 interface

Tabl es to check for isolation:
Mai n tabl e: Accounts; Transactions
I sol ation tables: Accounts_test9; Transactions_test9.
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